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General

Regulatory bodies

1 How can the government’s attitude and approach to internet issues
best be described?

The Canadian government recognises that Canada is a small country
in a global economy and it pursues a general policy to ensure that
Canada is ‘connected’. To that end, the government recognises that
broadband internet access is essential infrastructure in the country
and tax dollars are being spent to ensure that the urban/rural divide
in access is bridged. Although controversial, Canada is also attempt-
ing to revise the Copyright Act in part to address internet related
concerns such as downloading of copyright material.

Legislation

2 What legislation governs business on the internet?

Federal:

e Competition Act, RSC 1985, c.C-34;

e Copyright Act, RSC 1985, ¢.C-42;

e Trademarks Act, RSC 1985, ¢.T-13;

¢ Criminal Code, RSC 1985, c.C-46;

¢ Personal Information Protection and Electronic Documents Act,
SC 1999-2000, ¢.5; and

¢ Telecommunications Act, SC 1993, c.38 Privacy Act, RSC, c.
P-21.

Provincial:

Western Provinces:

e Electronic Transactions Act, SBC 2001, ¢.10;

e Electronic Transact Act 2001, SA 2001 CE-5.5 The Electronic;

e Information and Documents Act, SS 2000, c. E-7.22;

o FElectronic Commerce and Information Act, CCSM 2000, C.
ESS;

¢ Personal Information and Privacy Act, SBC. 2003, c. 63; and

e Personal Information Protection Act, SA 2003, c. P-6.5.

Central Canada:

o FElectronic Commerce Act, SO 2000 c. 17; and

e an Actto establish a legal framework for information technology,
RSQc.C-1.1

Maritimes:

o Flectronic Transactions Act, SNB 2001 C.E-5.5;
o FElectronic Commerce Act, SNL 2001, c.E-5.2;

¢ Electronic Commerce Act, SNS 2000, ¢.26; and
¢ Electronic Commerce Act, RS PEI 1988 C.E-4.1.

North:

¢ Electronic Commerce Act, SY 2000, ¢.10; and
o FElectronic Commerce Act SNu 2004, c.7.

www.gettingthedealthrough.com

3 Which regulatory bodies are responsible for the regulation of
e-commerce and internet access tariffs and charges?

Regulation is generally light in Canada, with no centralised oversight.
The Electronic Commerce Branch of Industry Canada takes primary
responsibility for policy implementation in the areas of privacy, secu-
rity, authentication and various online threats such as identity theft.
The branch also works with Statistics Canada to monitor usage of
information and communications technologies. There are no tariffs
and charges in Canada imposed by any level of government.

The Canadian Radio-television and Telecommunications Com-
mission (the CRTC), which has regulatory responsibility for the Tel-
ecommunications Act and the Broadcasting Act, has pronounced on
more than one occasion that it will not regulate the internet. However,
the trend towards viewing content that would otherwise be subject to
CRTC oversight under the Broadcasting Act may be revisited in the
future. The CRTC also periodically reviews such things as internet
service providers’ traffic management policies.

Jurisdiction

4 What tests or rules are applied by the courts to determine the
jurisdiction for internet-related transactions (or disputes) in cases
where the defendant is resident or provides goods or services from
outside the jurisdiction?

Jurisdictional issues can be a challenge. Case law has generally sup-
ported exclusive jurisdiction clauses unless there is a specific reason
to overrule them. The burden of establishing a specific reason rests
with the plaintiff and the threshold to be surpassed is beyond the
mere ‘balance of convenience’.

Otherwise, traditional common law principles have been used
by the courts to determine jurisdictional issues, which in an online
environment have proved more challenging to apply. For example,
factors such as ‘substantial connection’ test will look to the location
of the vendor, the intermediaries and the end-user.

Legislation, such as consumer protection legislation may also be
applied to determine whether certain aspects of online commerce are
in compliance. For example, depending upon the wording of the pro-
vincial legislation, the courts may be willing to apply such laws both
where the consumer is located in the province, even if the vendor is not
or where the vendor is located in the province and the end-user is not.

Contracting on the internet

5 Is it possible to form and conclude contracts electronically? If so, how
are contracts formed on the internet? Explain whether ‘click wrap’
contracts are enforceable, and if so, what requirements need to be met.

Electronic contracts are enforceable in Canada. As outlined below,
almost all jurisdictions in Canada have passed specific legislation
conferring upon electronic transactions the same legal status as
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paper-based contracts. All of the common law requirements for the
formation of a contract, including offer, acceptance and considera-
tion apply.

Click-wrap agreements have generally been found to be enforcea-
ble in Canada. Notice plays a part in the determination of enforceabil-
ity, as does ‘accessibility” of the terms of contract. The Supreme Court
of Canada upheld an arbitration clause in an online contract where the
contractual terms and conditions were only reached by hyperlink. In
its finding, the court stated that as long as the terms were ‘reasonably
accessible’ they were enforceable, and determined that a document
accessed only by hyperlink was sufficient to meet that test.

6 Are there any particular laws that govern contracting on the internet?
Do these distinguish between business-to-consumer and business-to-
business contracts?

Each of the provinces and territories in Canada, with the exception
of the Northwest Territories, has adopted its own specific legisla-
tion dealing with electronic commerce. Each of these acts deal pri-
marily with confirming the legal status of electronic-based records
or signatures (other than certain specific types of contracts, such as
wills) as well as records retention and confirming the formation and
operation of contracts by means of electronic record or activity in
electronic form (eg, clicking on some form of icon indicating accept-
ance of an offer).

In addition, most provinces and territories also have their own
consumer protection laws and many have passed regulations in
respect of internet agreements or contracting. Such regulations deal
with required disclosure by a vendor with respect to itself and the
goods and contract in question, as well as providing for rules sur-
rounding the ability of a consumer to cancel an internet contract.

7 How does the law recognise or define digital or e-signatures?

At both the federal and provincial level, legislation is in place to
specifically recognise electronic transactions, including the require-
ment of execution. Generally speaking, Canadian law is enabling
and ‘technology-neutral’. Rather than requiring evidence of the reli-
ability of individual signatures or electronic signature certification,
the legislation presumes reliability when the system that produces or
stores the signature is reliable.

Under PIPEDA, the federal legislation, an electronic signature is
defined as a ‘signature that consists of one or more letters, characters,
numbers or other symbols in digital form incorporated in, attached to
or associated with an electronic document. PIPEDA further defined
‘secure electronic signature’ as an electronic signature that results
from the application of a technology or process that meets certain
tests prescribed by regulation, which relate to reliability attributes of
the technology to identify the individual. PIPEDA stipulates that if
there is a requirement under federal law for a signature, it is satisfied
by an electronic signature.

At the provincial level, most provinces and territories have
passed enabling legislation that confirms the efficacy of electronic
contracts, including the fulfilment of execution of that contract by
way of digital signature. In British Columbia, the Electronic Transac-
tions Act defines ‘electronic signature’ as ‘information in electronic
form that a person has created or adopted in order to sign a record
and that is in, attached to or associated with the record.” There are
certain records that will not recognise such electronic signatures, such
as wills, powers of attorney or documents that create or transfer an
interest in land.
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8 Are there any data retention or software legacy requirements in
relation to the formation of electronic contracts?

Record or data retention in Canada is prescribed by a number of
different statutes. PIPEDA also provides specifically for retention of
electronic contracts. If there is a requirement under a provision of
a federal law to retain a document, that requirement is satisfied by
the retention of an electronic document if the document is retained
for the period required by such federal law in the format in which
it was made, sent or received or in a format that does not change
the information contained in the document, and that the record is
capable of being read by anyone entitled to access, and finally if the
electronic document was sent or received, then information identify-
ing the origin of the document and destination of the document must
also be retained. Similar requirements are contained in provincial leg-
islation. For example, the British Columbia Electronic Transactions
Act contains provisions that require the retained record to be in the
format it was created in, accessible and readable and that identifies
the origin and destination of the record.

Examples of federal laws requiring document retention: the
Income Tax Act, the Customs Act and the Canada Business Cor-
porations Act.

Security

9 What measures must be taken by companies or ISPs to guarantee the
security of internet transactions?

There is no particular specified technology that must be in place for
ISPs to guarantee the security of internet transactions, but there are
legal obligations to maintain security through compliance with pro-
vincial electronic transactions legislation and applicable consumer
protection legislation must be adhered to.

If the Technical Assistance for Law Enforcement in the 21st Cen-
tury Act, which has been introduced by the government of the day
is passed into law, ISPs will be required to install ‘intercept-capable’
equipment on their networks and provide police with ‘timely access’ to
subscribers’ personal information, including names, street addresses,
and IP addresses.

10 As regards encrypted communications, can any authorities require
private keys to be made available? Are certification authorities
permitted? Are they regulated and are there any laws as to their
liability?

At present, there is no governmental oversight over encryption,
certification or authorisation operations. The federal government’s
stated position with respect to cryptography is to ‘support the growth
of electronic commerce; allow Canadian producers to export their
products globally within the framework of international arrange-
ments; and [ensure measures are present] to maintain the capability
of law enforcement agencies to ensure public safety.” The govern-
ment does have various search and seizure rights under the Crimi-
nal Code, the Competition Act and other legislation, subject to the
general requirements for the application of warrants, which could
include the requirement for disclosure of encryption keys. The federal
government is currently considering new legislation to amend the
Competition Act and the Criminal Code that would facilitate law
enforcement (including the Canadian Security Intelligence Service)
interceptions of internet transmissions with a warrant for live data
or a production order for historical data and which would require
ISPs to retain data related to particular investigations.

The federal government through Industry Canada has also pub-
lished the Principles for Electronic Authentication, a set of guidelines
developed by various public and private entities. These principles are
not law. The principles focus on the participants in the authentication
process in particular in connection with risk management, privacy
and disclosure management.

Getting the Deal Through — e-Commerce 2010
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Domain names

11 What procedures are in place to regulate the licensing of domain
names? Is it possible to register a country-specific domain name
without being a resident in the country?

Canada has its own internet country code top level domain name,
which is operated by the Canadian Internet Registration Authority
(CIRA), a not-for-profit Canadian corporation. CIRA develops and
implements domain name policy, facilitates dispute resolution and
licenses domain name registrars. CIRA also represents Canada as a
member of the Internet Corporation for Assigned Names and Num-
bers (ICANN).

To register for a .ca domain name, the registrant must have a
Canadian presence. To fulfil this requirement, the registrant must fit
within one of 15 categories as follows:
¢ (Canadian citizen;

e permanent resident of Canada;
* legal representative of Canadian citizens or permanent residents

(eg, an executor);
® corporation incorporated under Canadian federal, provincial or

territorial law;

o trust established in Canada;

e partnership registered in Canada;

¢ Canadian unincorporated association;

¢ (Canadian trade union;

¢ Canadian political party;

¢ (Canadian educational institution;

e Canadian library, archive or museum;

¢ Canadian hospital;

¢ her majesty the queen and her successors;

¢ Indian band recognised by the Indian Act (Canada);

¢ aboriginal peoples indigenous to Canada; or

® government or government entities in Canada (represented
by a federal or provincial ministry, for example or a Crown
corporation).

However, notwithstanding the nexus required above, if a registrant
does not fit into any such category, a registrant may still qualify for
registration if the registrant is the owner of a trademark or an offi-
cial mark (as defined) that is the subject of a registration under the
Trade Marks Act (Canada) provided that permission is limited to an
application to register a .ca domain name consisting of or including
the exact word component of that registered trademark.

12 Do domain names confer any additional rights (for instance in relation
to trademarks or passing off) beyond the rights that naturally vest in
the domain name?

Beyond the right to use the .ca domain name, the granting of the

domain name does not confer any additional rights in connection

with a trademark or otherwise in terms of common law marks. Under

the Canadian Dispute Resolution Policy administered by CIRA a reg-

istrant must submit to a proceeding if a complainant submits that the

registrant’s dot-ca domain name is confusingly similar to a registered

Canadian trademark in which:

¢ the complainant had rights prior to the date of registration of the
domain name and continues to have such rights;

e the registrant has no legitimate interest in the domain name;
and

e the registrant has registered the domain name in bad faith.

The terms ‘marks’, ‘rights’, ‘confusingly similar’ and ‘legitimate inter-
ests’ are all prescribed by the policy.

Conversely, the fact that a registrant has the domain name will
be a factor in an infringement case, but typically as supporting evi-
dence of the ‘use’ of the registrant’s trademarks, whether registered
or common law.

www.gettingthedealthrough.com

13 Will ownership of a trademark assist in challenging a ‘pirate’
registration of a similar domain name?

Again, registration in Canada of a trademark will assist in challeng-
ing inappropriate registrations of a domain name. CIRA’s CDRP
defines three instances that constitute ‘bad faith’ registration by a
third party: where the domain name has been registered primarily
for the purpose of:
[S]elling, renting, licensing or otherwise transferring the Registration
to the Complainant, or the Complainant’s licensor or licensee of the
Registrant registered the domain name, or acquired the Registration,
primarily for the purpose of valuable consideration in excess of the
Registrant’s actual costs in registering the domain name, or acquir-
ing the Registration; the Registrant registered the domain name or
acquired the Registration in order to prevent the Complainant, or the
Complainant’s licensor or licensee of the Mark from registering the
Mark as a domain name, provided that the Registrant, alone or in
concert with one or more additional persons has engaged in a pattern
of registering domain names in order to prevent persons who have
Rights in Marks from registering the Marks as domain names; or the
Registrant registered the domain name or acquired the Registration
primarily for the purpose of disrupting the business of the Complain-
ant, or the Complainant’s licensor or licensee of the Mark, who is a
competitor of the Registrant.
CDRP Policy

To use this dispute resolution mechanism to force the transfer of
the ‘bad faith’ registration, the complainant must have a Canadian
registered trademark.

Advertising

14 What rules govern advertising on the internet?

Advertising generally is governed by both federal and provincial laws.
Federally, advertising laws are contained within the Competition Act,
RSC 1985, ¢.C-34; the Consumer Packaging and Labelling Act, RSC
1985, ¢.C-38; the Textile Labelling Act, RSC 1985, ¢.T-10; the Pre-
cious Metals Marking Act, RSC 1985, ¢.P-19; and the Food and Drugs
Act, RSC 1985, ¢.F-27, all of which fall under the responsibility of the
federally appointed agency, the Competition Bureau. The Competition
Act is the general over-arching legislation that applies to all advertis-
ing, regardless of the platform or method of delivery and whether or
not advertising is made to consumers or business customers.

Contravention of the advertising related provisions, based princi-
pally on misrepresentations in advertising, can be prosecuted by the
Competition Bureau as an offence, or can be dealt with under the
civil sections of the Competition Act, including by the application of
administrative monetary penalties.

Although not law, Canadian Code of Advertising Standards is
administered by a national not-for-profit advertising self-regulatory
body called Advertising Standards Canada. The ASC’s members
include consumer packaged goods companies, advertising agencies
and advisers.

Provincially, legislation revolves around consumer protection
such as the Business Practices and Consumer Protection Act, SBC
2004, C-2 which addresses all communications or conduct by a
supplier that has the capability, tendency or effect of deceiving or
misleading a consumer. Where such consumer protection legislation
applies specifically to internet-created contracts, such as is the case for
the Ontario legislation, the statute requires the disclosure of certain
information, an express ability to accept or decline the agreement in
favour of the consumer and the requirement for delivery of a written
copy of the agreement within a stipulated time frame.

15 Are there any products or services that may not be advertised or types
of content that are not permitted on the internet?

In addition to the general compliance requirements under the Com-
petition Act and other more specific legislation cited above, any
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advertising of illegal substances, or anything that contains other
illegal materials such as child pornography or hate literature or any-
thing that leads to a determination that such advertising contravenes
human rights legislation will be subject to the sanctions in applicable
law, including under the Criminal Code.

Financial services

16 |Is the advertising or selling of financial services products to
consumers or to businesses via the internet regulated, and if so by
whom and how?

Financial services are governed federally for institutions that are gov-
erned by federal legislation such as the Bank Act, and provincially
for institutions governed by provincial legislation such as, in Brit-
ish Columbia, the Credit Union Incorporation Act. Other financial
products may be governed by applicable securities laws in Canada.
Federally, oversight of financial institutions broadly described as
‘deposit-taking institutions’, ‘insurance companies’ and pension
plans is by the Office of Superintendant of Financial Institutions
(OSFI). The OSFI’s mandate is to supervise such institutions and to
ensure that sound financial practices are in place and exercise their
powers to intervene to protect the rights and interests of depositors,
policyholders and pension plan members.

As well, certain provincial legislation addresses consumer credit
issues including disclosure of terms of credit arrangements and rights
and obligations of borrowers and guarantors.

Defamation

17 Are ISPs liable for content displayed on their sites?

Canada relies upon common law principles to determine liability.
There are no statutory provisions in Canada either imposing liability
on ISPs or exempting ISPs from liability for content on the internet.
Generally speaking the courts have found that it is the person posting
the content, not the ISP, that is responsible and liable for that content.
In particular, the Supreme Court of Canada in a case brought by
the Society of Composers, Authors and Music Publishers of Canada
(the case is known as the Tariff 22 case), found that ISPs simply
provide the means for the telecommunication of published materials,
and, accordingly are shielded from liability under section 2.4(1)(b)
of the Copyright Act, which provides that ‘a person whose only act
in respect of the communication of a work or other subject-matter
to the public consists of providing the means of telecommunication
necessary for another person to so communicate the work or other
subject-matter does not communicate that work or other subject-
matter to the public.’

18 Can an ISP shut down a web page containing defamatory material
without court authorisation?

While ISPs in Canada have generally successfully argued ‘innocent
dissemination’ of content, and therefore that they are not liable for
having defamatory material posted, there is a ‘chill’ effect to not
having any specific statutory provisions that exempt the ISP from
liability, and therefore, the threat of litigation will often result in
the ISP removing content that is alleged to be defamatory, and the
ISP can generally do so under its contractual terms of service with
customers. In addition, there is no certainty that an ISP will not be
found liable on the grounds either that the ISP did not meet the test
of innocent disseminator or because it was effectively negligent in
failing to know about the defamation. To preserve their defence,
an ISP may remove content on notice that it is defamatory lest they
become liable for being made aware of such content and not tak-
ing prudent steps to eliminate the continued dissemination of that
content to third parties.

36

Intellectual property

19 Can a website owner link to third-party websites without permission?

There is no requirement for permission to link to another’s website.
The website link itself is simply to an address.

20 Can a website owner use third-party content on its website without
permission from the third-party content provider?

A website owner will be subject to applicable Copyright Act require-
ments and will not be able to simply use content that has been
developed and is owned by others on its site. All literary work that
qualifies as such (that is is original, for example) including work that
is written for display via the internet, is covered by the protections
of the Copyright Act.

21 Can a website owner exploit the software used for a website by
licensing the software to third parties?

If the website owner owns, or otherwise licenses and has the right to
sub-license the software, then it may license or otherwise exploit that
software through agreements governed generally by contract.

22 Are any liabilities incurred by links to third-party websites?

If a link to a website results in the further publication of a copy-
righted work, the party linking may be found to be liable under the
Copyright Act. The mere fact of linking does not provide exposure to
liability, however, most parties are concerned about reputational risk
associated with linking to content that is not monitored for inappro-
priate content. Website owners in Canada will often have terms and
conditions posted to their sites with respect to their policies regarding
linking to their site.

Data protection and privacy

23 What legislation defines ‘personal data’ within the jurisdiction?

The Personal Information Protection and Electronic Documents Act
(PIPEDA) defined ‘personal information’ as information about an
identifiable individual, but does not include the name, title or business
address or telephone number of an employee of an organisation.
The Privacy Act (Canada), which is legislation for the purpose
of extending the present laws of Canada to protect the privacy of
individuals with respect to personal information about themselves
held by a government institution, defines ‘personal information’ as
‘information about an identifiable individual that is recorded in any
form’, and includes information relating to the race, national or eth-
nic origin, colour, religion, age or marital status of the individual
and information relating to the education or the medical, criminal
or employment history of the individual or information relating to
financial transactions in which the individual has been involved.

24 Does a website owner have to register with any controlling body to
process personal data? May a website provider sell personal data
about website users to third parties?

The processing of personal data is subject to applicable privacy laws,
either federally under PIPEDA or under provincial legislation such
as the Personal Information Privacy Act, British Columbia. There is
no registration process, nor any controlling body. There are national
and, for provinces with privacy legislation, provincial, privacy com-
missioners, but their role is to advocate for privacy issues. For exam-
ple, the privacy commissioner of Canada is an officer of parliament
and reports to the house and the senate. Her mandate is to investigate
complaints, conduct audits, pursue court actions under federal laws,
report on personal information handling practices and support and
promote public awareness and understanding of privacy issues.
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The only way that a website provider can sell personal data about
website users to third parties is in strict compliance with the applica-
ble privacy laws, which provide for a requirement of consent from
the individual to whom the personal information applies, prior to the
sale of such information.

25 |f a website owner is intending to profile its customer base to target
advertising on its website, is this regulated in your jurisdiction?

As long as information is generalised and does not constitute personal
information under applicable privacy laws, there is no prohibition
on such profiling. The use of cookies that help track a website user’s
preferences is not prohibited in Canada, but again, must comply
with privacy legislation. The privacy commissioner of Canada has
concluded that certain information about users, including location,
constitutes personal information of the individual.

so tax will always apply. Any assessment of where to locate servers
and the business model of downloadable software or an ASP model
of software usage should be assessed at the relevant time as these laws
tend to be refined.

29 When and where should companies register for VAT or other sales
taxes? How are domestic internet sales taxed?

Domestic internet sales are generally taxable, although certain exemp-
tions will apply (for example, the difference between the result in
Ontario versus British Columbia as noted in question 28). The GST
is regarded as Canada’s VAT and it applies to sales of online products
by sellers. Provincial sales taxes (including HST) are also applicable.
Therefore, a seller may be required to register with the Canada Rev-
enue Agency (which administers the GST) and with provincial taxa-
tion authorities for the purposes of collecting and remitting taxes.

26 If an internet company’s server is located outside the jurisdiction, are
any legal problems created when transferring and processing personal
data?

All collection of personal information in Canada is subject to appli-
cable privacy legislation, regardless of whether it is stored inside or
outside of Canada. The party collecting the information still has
responsibility with respect to the collection, storage and use of that
information. Particular parties such as governmental organisations
and hospitals are particularly concerned about meeting their obliga-
tions under privacy legislation in Canada where the information is
stored on servers in the United States because of the broad-reaching
rights granted to law enforcement agencies under the Patriot Act.

Taxation

27 Is the sale of online products (for example software downloaded
directly from a website) subject to taxation?

All sellers must collect federal and provincial taxes applicable to the
transfer of goods and services. Under the Excise Tax Act (Canada)
goods and services tax (GST) of 5 per cent is applied to all goods and
services other than those specifically exempted. GST applies to intan-
gible property such as trademarks, rights to use a patent, digitised
products downloaded from the internet and paid for individually.
Three provinces (Nova Scotia, New Brunswick, and Newfoundland
and Labrador) harmonised their provincial sales tax with the GST
to create the harmonised sales tax (HST). Both Ontario and British
Columbia have announced plans to harmonise provincial sales tax
with the GST effective July 2010. Quebec sales tax is substantially
identical to the GST and so has essentially harmonised with the GST.
All other provinces other than Alberta charge provincial sales tax,
which range from 5 to 10 per cent.

28 What tax liabilities ensue from placing servers outside operators’
home jurisdictions? Does the placing of servers within a jurisdiction by
a company incorporated outside the jurisdiction expose that company
to local taxes?

The applicability of Canadian tax to non-resident operators depends
on whether the operator carries on business in Canada. A non-
resident operator is not necessarily carrying on business in Canada
merely because the non-resident places a server in Canada. However,
for GST and other tax purposes, the existence of the server in Canada
may impose on the operator an obligation to collect these taxes.
But there is a patchwork of rules governing whether tax is
applicable. For example, if a user accesses non-customised software
located on a server in Ontario, then Ontario provincial sales tax will
apply, but the same tax will not apply if the access is made through a
server not located in Ontario. Whereas in British Columbia, provin-
cial sales tax will apply based on where the user is, not the server, and
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30 If an offshore company is used to supply goods over the internet, how
will returns (goods returned in exchange for a refund) be treated for tax
purposes? What transfer-pricing problems might arise from customers
returning goods to an onshore retail outlet of an offshore company set
up to supply the goods?

If a good is returned, the customer is entitled to a refund of his or her
tax paid including GST and PST. Canada generally follows the OECD
transfer pricing rules to determine the income allocable to it where a
transaction involves a seller located in more than one jurisdiction.

Gambling

31 Is it permissible to operate an online betting or gaming business from
the jurisdiction?

Under the Criminal Code it is illegal to carry on unlicensed gambling
activities. The code applies, however, only to sites located in Canada.
A site located outside of Canada cannot be subject to prosecution
under the Code.

There is limited legislation prohibiting online gambling advertis-
ing, such as Ontario’s ban on online gambling advertising that bans
online gambling that is itself in contravention of the Criminal Code.

32 Are residents permitted to use online casinos and betting websites? Is
any regulatory consent or age, credit or other verification required?

There is limited ability to prosecute Canadians participating in online
casinos and betting websites. While it is illegal to gamble if the resi-
dent is under the age of 19, from a practical point of view it is difficult
to determine age of majority online.

Outsourcing

33 What are the key legal and tax issues relevant in considering the
provision of services on an outsourced basis?

There are a myriad of issues involved in outsourcing transactions.
Various laws will apply in particular depending upon the activity. At
the least, privacy laws will be relevant as will, in the case of financial
institutions, OSFI’s requirements as well as securities laws and employ-
ment laws. Depending upon the size and nature of the transaction, the
Competition Act and the Investment Canada Act may apply.

There are also various tax issues that must be considered, includ-
ing in particular whether withholding tax requirements under the
Income Tax Act are being met.

Key legal issues are primarily those contained in the contract
itself including service level and performance requirements, payment
structure and risk management issues.
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Update and trends

The federal government introduced the Electronic Commerce
Protection Act on 24 April 2009. The bill has not yet progressed
through the committee. The Act will make various changes to

the Competition Act, the Personal Information Protection and
Electronic Documents Act, the Canadian Radio-television and
Telecommunications Act and the Telecommunications Act,which is
essentially an ‘anti-spam’ legislation.

The continued convergence of content and delivery may lead to
another review of Canadian content requirements for content delivered
through the internet. In a recent ruling, the CRTC determined it was
not yet convinced that legislation imposing such requirements on
internet service providers was necessary, but may consider the topic
again in the future.

34 What are the rights of employees who previously carried out services
that have been outsourced? Is there any right to consultation or
compensation? Do the rules apply to all employees within the
jurisdiction?

Employment laws are the subject of provincial jurisdiction and each
province has similar but not identical standards regarding employ-
ment, termination and severance. In Canada, employees who are ter-
minated and transferred to an outsource service provider are entitled
to reasonable notice or payment in lieu thereof under both statu-
tory and common law provisions. In some provinces, the number of
employees terminated and transferred may also trigger ‘group termi-
nation’ obligations of notice and payment. Statutory provisions deal
with minimum employment standards with respect to hours of work,
termination, severance pay, paid vacation and overtime pay.

Generally speaking, the outsource provider will be a successor
employer and will take the employees with their seniority. Who
absorbs the liability of severance is typically a matter of negotiation
between the parties.

Online publishing

35 When would a website provider be liable for mistakes in information
that it provides online? Can it avoid that liability?

Website providers are both responsible for, and liable for, information
that they post online including if that information contains errors, or
if the content is otherwise contrary to law. Liability will depend on
the nature of the error, but exposure could be to statutory or con-
tractual requirements or to civil suit. Compliance is the method of
avoiding liability, although certain statutory provisions do have ‘due
diligence’ defences that may exempt the offender notwithstanding
the error.

36 If a website provider includes databases on its site, can it stop other
people from using or reproducing data from those databases?

The Copyright Act may apply to the databases contained on a site.
Technology such as software programs specifically prohibiting such
copying can be deployed. As well, website providers should provide
terms and conditions of use of their site, which may be used to combat
improper reproduction of data on the basis of contractual breach.
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